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About me

- SERBERIZERERERMIM
Lead Security Architect for Secure Element Crypto SW
- JHASFER G — —SoCEZEFRATIERTE

Member of JHAS (Security IC evaluation harmonization group) Chair
for SOoC secure subsystem working group

- ITENBZ/AEREEL
PhD in Computer Science / Data Security
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What's a ‘logical’ attack?

101000110111010100110100110 &




= |EE“E AR I ?
What’s beyond ‘logical’ attacks?
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What’s beyond ‘logical’ attacks?

LASER RADIATION
DO NOT STARE INTO BEAM

OR VIEW DIRECTLY WITH
OPTICAL INSTRUMENTS
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What attacks are relevant for loT?

LASER RADIATION
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What attacks are relevant for loT?

PCBZ 522\, FLASH

1EEY, [ IFE?
PCB level

manipulation,

flash readout,
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What attacks are relevant for loT?

ZZ Bt (SE) 1HXEY
FE BT SEE?
Full attack scope

relevant for
secure elements?
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A XESI0THEX?

What attacks are relevant for loT?

TS T ZEREftA?

Something in between?
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A XESI0THEX?

What attacks are relevant for loT?

(Good question

=EHET ariiE+XE X

[OEE #1TE [Edepends
on asset value
+ attack risk/effort.
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Let’s look at
side channel analyis examples that seem feasible for loT




MARSAR AL 55 =17 18] B8 FR A% 70 th I
Exploitation of an RSA vulnerability by Simple EM analysis

o i - MR BB TR XM BB R ST TS E T
EM analysis - side channel attack using electromagnatic emanation of a device
BE - ARBRRE T BRI AR
Simple - requires data from a single execution only

i FEE—SI A IRENZEFIL_LRIRSATATA
Target: RSA private key on a vulnerable Android smartphone

(1§|J§l[l FIMNIE. S1FEI. {F%e.g. used for authentication / session establishment /
payment/etc )

AEEFRFFIZE! No device opening required!
4\5'32%' ZH9 1% % . No sophisticated equipment needed.
(NEE <1 g ] AR #EZ5H. Exploitation<1min including brute force.




Wireless Switch

‘loT Goes Nuclear — Creating a ZigBee Chain Reaction’
£Philips Hue & EEXT L #ITHRIRRE
Scalable attack on Philips Hue smart lamps

Bridge Home Router/AP

http://iotworm.eyalro.net/

Lighting App

4 %E—3Step 1 I
{FERMME350ZE TcHIChipwhisper Lite & 1REXOTAE (FE 572357 (AES-
CCM)
The 350US$ Chipwhisperer Lite platform was used to extract the OTA
\_ firmware update key (AES-CCM) Y.
4 I

FEXLAY1% 1T Very unfortunate choice:
G —B-=SaKT e {E R B[RRI Z R

Every bulb of a certain model used the same key...
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ZigbeePIXMI— 1 EW EFIE ([MEERE) 2R FES T ARE
Mo &, BTl AFIAXNERME—TIIRRER, E400K AT BT A
LT BLRTH NSNEH,
An implementation bug in the Zigbee protocol (proximitiy check)

allowed to disassociate the lamps from their PANs and use the FW
&deate key from step 1 to install the attack FW from up to 400m away
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Al

- BARIABRIAI (BIRUREZFS)) EAERTIREDTIR.

We see that Al (e.g. Deep Learning) simplifies attack steps.

- AR BN IEERNFE K.
Al has the potential to remove the need for attack experts.

- REBERIAIITIE, PRGN,

Al increases attack feasibility, reduces attack costs.
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Ransomware hits
businesses every
40 seconds

AR
97K 7 HEATR

It takes most
businesses ~197 days
to detect a breach

FBI:
EEIZ?LL_SOH AH?&

FBIl: Russian hackers

have access to over
500 K gateways globally

SWHRRIF R & FAZIVEE

FTEV AR G
new remote physical
attacks:
Rowhammer and
Nethammer

1005
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There are 1M new
malicious files daily

=R AU 251
xR AR

SV TANEWEICREERIE
are discovered
every second

SZNNES] LL1 0071 ARANHIE

BTG

Over 100 unknown malware
attacks hit on
organizations every hour

‘p‘

181 FhYRIR =
18 new variants
of Spectre and Meltdown
vulnerabilities
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— P ENEREFIR G ~197K 71 gefuihi v . new remote physical

Ransomware hits It takes most VIREEE 321212757::75:1&1&0 attacks:

businesses every businesses ~197 day Physical is Rowhammer and
40 seconds to detect a breach not necessarily equal to Nethammer

Local attacks!

S F0e] AUl E]57 B/\NEEZ1007T ARAN 181 #hAYR T = 4

1005 R K ST 18 new variants
AR E =4 5 new malware variants  Over 100 unknown malware @ of Spectre and Meltdown
There are 1M new are discovered attacks hit on vulnerabilities

malicious files daily every second organizations every hour
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Ransomware hits
businesses every
40 seconds

BT EE
~197K 7T ge{nlf
It takes most

businesses ~197 days
to detect a breach
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There are 1M new
malicious files daily
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5 new malware variants

are discovered
every second
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ZIARMZ £

7 new Meltdown variants

affecting also ARM
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Over 100 unknown malware

attacks hit on

organizations every hour
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. / remote physical
242850 iy

attacks:
ywhammer and
Nethammer

181 FhYRIR =
18 new variants
of Spectre and Meltdown
vulnerabilities




245 Conclusion

- NoTEREBNMUNEBIE'RE
loT security is much more than ‘logical’ protection.

- BE ARSI X AR A R I T A R (B KRR R I o Ak 9 T BE
Remote and local HW attacks are often enabling further attacks that ‘scale’.

- AlIRJAMEMEERENEIREAREEARRL, MEABREHTHEER
Al can amplify side channel and fault attacks and remove need for experts.

- "“BEHERERE K. NXPABERTLE, BBETFRA, HAREEALENSOHRTm.

‘Logical’ attacks is just the first wave. NXP is looking beyond that and is creating products to
withstand the waves to come.

- EBAIHES T, HEEALZERIAREK!

Let’s work together.
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