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Why : HiY B2

People don’t buy what you do, HOW : 753, 18

they buy WHY you do it.

What : sk 8

— Simon Sinek
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A drone is flying.

Y Distance: 0.0m Altitude: 3.2m Speed: 0.8m/s
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Product Security

Tesla values the work done by security researchers in improving the security of our products and service offerings. We are
committed to working with this community to verify, reproduce, and respond to legitimate reported vulnerabilities. We

SHrh TCEARL
VA lL L L
encourage the community to participate in our responsible reporting process. N
If you are a security researcher and would like to report a s ity vulnerability, please send an email to: ét “
vulnerability@tesla.com. Please provide your name, contact information, and company name (if applicable) with each report. / \ ’} l' I

Priority will be granted to encrypted reports — please include your PGP public key with such reports.

Download the Tesla Motors Inc. PGP key.

Responsible Disclosure Guidelines
=
We will investigate legitimate reports and make every effort to quickly correct any vulnerability. To encourage responsible /

reporting, we commit that we will not take legal action against you or ask law enforcement to investigate you if you comply

with the following Responsible Disclosure Guidelines:
Provide details of the vulnerability, including information needed to reproduce and validate the vulnerability and a Proof of

>
Concept (POC) I I b E b »
Make a good faith effort to avoid privacy violations, destruction of data and interruption or degradation of our services
Do not modify or access data that does not belong to you / \ b E , \ b

Give us a reasonable time to correct the issue before making any information public

We will attempt to respond to your report within 1-2 business days.

Tesla Security Researcher Hall of Fame ‘\ y : : -—
\
Tesla appreciates and wants to recognize the contributions of security researchers. If you are the first researcher to report a J I I u

confirmed vulnerability, we will list your name in our Hall of Fame (unless you would prefer to remain anonymous). You may
also be considered for an award if you he first researcher to report one of the top 3 confirmed vulnerabilities in a calendar
quarter. You must comply with our Responsible Disclosure Guidelines (above) to be considered for our of Fame and top 3
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An Attack
= N . and Defense Authors: Yang, Qing, Huang, Lin
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Preview

Provides a practical guide, introducing real-world industrial cases
in wireless security attacks and defense
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Hacking A Phone's GPS May Have Just Got
360§LGSMA¥§?JJ$céﬁﬁ9L%)\5 ﬁi?b'é‘é&.t*ﬁ aser © e AT O Easier

' \ o ®
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Focused On Delivering Career Pathways For

..\LL/L*% Aﬁfg %ﬁﬂ‘] VN n] o Millennials

PODCAST: Samsung Innovation Boss David ®
Eun On How Future Tech Will Shape Our
Lives .

Interesting Times: Business Change In An Era
Of Tech Disruption
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Mobile Security Research Hall of Fame

Welcome to the GSMA Mobile Security Research Hall of Fame.

The GSMA’s Mobile Security Research Hall of Fame lists security vulnerability finders that
have made contributions to increasing the security of the mobile industry by submitting
disclosures to the GSMA or its members. It is the primary mechanism for the GSMA to

I & 4 ) 5 A
recognise and acknowledge the positive impact the finder has had on the mobile industry by 3 4
following the GSMA’s CVD process. ., 2 ™
The Hall of Fame also facilitates the nomination and recognition of other finders that may A p ‘
woma ant at the <
S

have made significant discoveries of vulnerabilities to individual GSMA member companies.

Entry to the Mobile Security Research Hall of Fame is purely optional and is at the discretion
of the finder, the GSMA and/or the nominating GSMA member.

retponeiie ciclosue 145 and recognise thel comtibuton 10 nereeeing he socuty of e = Forbes Watch GPS Attacks That Can Kill DJI Drones Or Bypass White

mobile industry:

e House Ban

Date CVD# Name Organisation i Bypass White e B e 0 m g
Yuwei Zheng, Lin Unicorn Team, Radio

23/2/2017 0001 Huang, Haogi Shan, Jun Security Research http://unicorn.360.com UNICEF USAVo
Li, Qing Yang Dept., 360 Technology Thomas Fox-Brewster,

6 Ways The Fight Against Polio Is
Transforming Global Health

FULL BIO ™

19/6/2017 0003  Viadimir Wolstencroft BAIKE LTD ] . . . .
When a government intelligence staffer managed to crash his DJI Phantom drone on

White House property, the Chinese manufacturer took the decision to issue a no-fly zone
19/6/2017 0003 - Fredrik Saderlund Symsoft itpi/forwow.symsoft.com over the DC area. DJI already used GPS to implement invisible demarcations stopping
users flying their machines into no-fly zones like airports, forcing them to land when they
hit certain coordinates.

SREBIMBILREZIHESCSMA (Groupe Speciale Mobile Association) F 19955837,
BN FLRBEBIBIEELNIFERT. BES T. GSMA FSBELRIE 800 RBINIE Unfortunately, as noted in a FORBES report on smartphone issues vesterday, there's a

:')‘I’\'"‘“‘:L (:;‘l";l“:"*;""“l’l‘;‘f 'l'"‘_‘: ":I',‘I‘ vulnerability in GPS affecting most commercial drones that would allow a nearby hacker
EHIL 300 KX, HPGQFEFISEEFES, REaa, SEHEE, EEMe, Shape Our Lives ' to spoof signals, change coordinates and commandeer an Unmanned Aerial Vehicle 3 G P P 2 QD
PURAXTWALA, hEBR. DEEN. DERESHEZAL0AA. (F;\\‘) and take it \\'hL.'l'L'\Cl' they wanted, \\'hulh(ﬁr ll_ml'a: the White House or Dulles . /' \
airport. That's according to researchers from China’s Qihoo, who demonstrated their
Active attacks using the free and open source GNU Radio, amongst other tools, to alter the GPS 2
uﬁ XM @l N1
I
R E LD

How Utah's 'Silicon Slopes’ Became Cload coordinates on a DJI Phantom 3. Thanks to free or cheap software defined radio tools,

A « . - YORYRN Computing’s New Capital and the old, broken GPS standard, it's now inexpensive and relatively straightforward to
— S carry out attacks on GPS, Lin Huang and Qing Yang warned.
‘ |
I I = / Iﬁ§ A GLOBAL INITIATIVE
_ Any hackers wanting to land a DJI or other drone on Obama’s lawn, or into other no-fly
B o A zones, can send spoof signals that would make it seem the UAV was in a safe zone, said
N \ o~ | n < L N — L,,,\l‘x“,l‘,',“,,\",,:”,2:,“,"',',dl ] Qing Yang, a member of Qihoo's Unicorn Team st +% , a specialist research arm at the
Y u n ¢ I \ n — \ k company that famously hacked a Tesla last year for a $10,000 prize. Being close enough
I , 1 1 ‘ n to the drone to hack it would be a problem for attackers, though the Qihoo researchers set
> o |
> Pty YELF ] . BT AIZGSMAZERZAE
S
= /\ I 7& <JIf B ETESE
s, I L i , Al —

SITIA.
HIXE“CVD#0001"HALRARS M e R IMRIE #37%7% EQpL:: %’Td}‘%IEEEEE“EFm




ELRZEMEERLRERE  BRENEALEELTETE (TEELXEBTHIARE)  EBENEARGLEHE
(B2 XEH)  EBRNENERERE (B ERe I XNaM) RSEKAAFARRRT Hhkit
SpringerBk& HhkAY {Inside Radio: An Attack and Defense Guide) .

= S
- =\

)}
ﬁi#gegumm 5 Eﬁ_ﬁﬁsﬁgmxnu
Inside Radio:
An Attack
and Defense

3 Guide

BB S AR TR n

IRFiRiE
RERRKEPREAS, LFEBEAS. tRARI BES. @i EzdbiE. FOX NEWS, WIREDEZ:, CNET,
IEEE. The Register, HackadayZEERIMEARIRIE,

NATIONAL
NTONL  ffkox el

CCTV -3

Forbes “2{ HACKADAY

IEEE Communications Socie:

ElfF&EiY
AR\ R ZZ /X 1EBlackHat USA&Europe&Asia, DEFCON, HITB, CanSecWest, IEEE-CNS, POC, RUXCONZ:
EfrZEaiN K XCon, KCon, MOSEC, ISCEHMZE ASEFEARNLESINARAFTHE.

CAN
blgc’:khat DEFCSN ’ @ VSVEESC% EREE BLUE !

CuUXZON

KRIAGKE MY BB , /I
LB BRSNS GSMAZ S
MRBAEEZ EEEFRA |, 3KE1
imRgRECVD#0001,

JR{SDEFCONB SRR £
AZRR=MERED  REFEED
DCO10%2tX , REMENEIE
E&MBXDEFCON GROUPS
ERTESERRTE ARESE.

RIS ETIBROANSEENERSS
fEimie | ZimiRs mEERRESIE
[ I FERESE | NiEfFHR
ERRBAZ.

W RiEER "Ghost Telephonist”
FHFRRER |, F3kSEEBlackHat
Pwnie Awards ( 2ERE+< ) &8
BIFtARRIES , tERHE LHE
TERRIRBZRINE X IRE.

R ERENE SRS E A SINXP
(BT ) EFEAEEEA
RS,

EEBIN BN SRR

PSR , N eReohB(EinEt s

A3GPP , R S1ztnERRAFE
PR RPE—HNEBRNEZE A E],




X]
4
-
e
o3

~ USA Europe Asia Trainings Archives Sponsorships Press About

REGISTER NOW

——
e f? = 4 een—
ToLtS-qc

ne 4

black hat JuUblyY =2=2-277, 2017

l_l S A d [_]’I / ) " MANDALAY BAY/LAS VEGAS, NV

1(><){}F¥EP

- Ry a

Pridse RESHE, UCioud Ceo
- Ex1000ffer
-  PERAAY

[ 2 ucLoup

; .

-

ATTEND TRAININGS BRIEFINGS ARSENAL FEATURES SCHEDULE SPECIAL EVENTS SPONSORS PROPOSALS

S

SEE ALL SPEAKERS SPEAKER

SEE ALL PRESENTERS

QING YANG
" UNICORNTEAM, 360 TECHNOLOGY

Qing Yang is the founder of UnicornTeam & Radio Security Research Department in il i v ety ‘ RN Vi — "

360 Technology. He has rich experiences in information security area. He presented E 11:23 = Forbes Watch GPS Attacks That Can Kill DJI Drones Or Bypass White
at Black Hat, DefCon, CanSecWest, HITB, Ruxcon, POC, XCon, China ISC etc House Ban
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When a government intelligence staffer managed to crash his DJI Phantom drone on
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White House property, the Chinese manufacturer took the decision to issue a no-fly zone
- over the DC area. DJI already used GPS to implement invisible demarcations stopping
\ users flying their machines into no-fly zones like airports, forcing them to land when they
hit certain coordinates.

Unfortunately, as noted in a FORBES report on smartphone issues vesterday, there's a

PODCAST: Samsung Innovation Boss vulnerability in GPS affecting most commercial drones that would allow a nearby hacker

David Eu n How Future Tech Will . . ) ) ) "

Shape Our Lives to spoof signals, change coordinates and commandeer an Unmanned Aerial Vehicle
(UAV) and take it wherever they wanted, whether that’s the White House or Dulles
airport. That's according to researchers from China’s Qihoo, who demonstrated their

attacks using the free and open source GNU Radio, amongst other tools, to alter the GPS

h's "Silicon Slopes” Became Cloud coordinates on a DJI Phantom 3. Thanks to free or cheap software defined radio tools,
sting'’s New Capital DO " . . -
e and the old, broken GPS standard, it’s now inexpensive and relatively straightforward to

carry out attacks on GPS, Lin Huang and Qing Yang warned.

Any hackers wanting to land a DJI or other drone on Obama’s lawn, or into other no-fly
' zones, can send spoof signals that would make it seem the UAV was in a safe zone, said
‘ 12 Apple iPhone 8 Features That Would - » o . - e . ge
Support Its Insane Rumored Price Point Qing Yang, a member of Qihoo's Unicorn Team 7isI +% , a specialist research arm at the
company that famously hacked a Tesla last vear for a $10,000 prize. Being close enough

to the drone to hack it would be a problem for attackers, though the Qihoo researchers set
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ITU List of MID Country Code Numbers
ITEM

Message format: Not provided in 15 hex id
Protocol: User

Country code: 227 - France 3 0011100011
User type: Orbitography 37-39 000
Identification Bits, Hex value: D35AAD42490

15 Hex ID: Z 9C634E2AB509240

UIN (?): 9D1FCFA7ABOD 990 detected on 11712718 09:16:39 UTC

Message type: distress /7 short

Protocol: user

Registered in: United Kingdom (MID=232)

Test User Protocol

Test Data: 3CFA7ABOD9390 (1111001111101001111010101100001101100110010000)
Beacon activated manually

No non-protected data field

UIN (?): 9C6000000000001 detectedon 1 541 450 881 »
Message type: distress 7 long

Protocol: user

Registered in: France (MID=227)

Orbitography Protocol

Orbitography data: 000000000001 (0000

UIN (?): 9C634E2AB509240 detected on
Message type: distress / long

Protocol: user

Registered in: France (MID=227)
Orbitography Protocol

Orbitography data: 34E2AB509240 (110

1101001110001010101011010100001001001001000000

1.541 350 G 1541375 G 1.541 400 G 1541425G 1.541 450 G 1541475G

1.541 500 G

1541525 G

1.541550 G

B EpirbPlotter from COAA - processing live signals

File View Process Options Help
Zome=q OO 2N
EPRIB TEST detected at: 18-05-11 10:40:24
UIN  :4224C853012576F
Format : 0 [short]
Protocol : 0 [location protocol)
Country : 529 [KIR Kiribati]
User code : 2 EPIRB - MMSI{Location Protocol
MMSI : 410264 ben : 0
Location source external
121.5 MHz homing
Location : $18?30' 00" W219?45' 00" (+-15')
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